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Abstract. Critical infrastructure systems spanning from transportation
to nuclear operations are vulnerable to cyber attacks. Cyber-insurance
and cyber-threat information sharing are two prominent mechanisms to
defend cybersecurity issues proactively. However, standardization and
realization of these choices have many bottlenecks. In this paper, we discuss the beneﬁts and importance of cybersecurity information sharing
and cyber-insurance in the current cyber-warfare situation. We model a
standard game theoretic participation model for cybersecurity information exchange (CYBEX) and discuss the applicability of economic tools
in addressing important issues related to CYBEX and cyber-insurance.
We also pose several open research challenges, which need to be addressed
for developing a robust cyber-risk management capability.
Keywords: Cybersecurity information sharing · Cyber-insurance ·
Cyber-threat intelligence · Cyber Security Information Sharing Act
(CISA)

1

Introduction

Despite the enormous eﬀorts from security researchers, government agencies, and
industries toward developing robust security solutions, intelligent adversaries
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ﬁnd their way in with advanced exploits. Cyber breaches have expanded their
breadth not only in the ﬁnancial sector but also in healthcare, government,
educational, defense, and transportation sectors. It was reported that 75% of
top 20 ﬁnancial corporations (banks) are aﬀected by various malwares [1] and
some instances include 2014 JP Morgan Data Breach, 2012 DDoS attacks and
2016 SWIFT hack [2]. Losses due to cyber crimes are increasing at an alarming
rate and expected to reach $6 trillion by 2021 [3].
In order to abate the impacts of cyber attacks, the organizations, governments, and policy makers are investigating the criticality of ongoing cyber war
and proposing mechanisms to eﬀectively defend cyber attacks. The Cybersecurity National Action Plan (CNAP) from U.S. government was proposed in
the year 2016 to come up with long-term strategies for fostering cybersecurity
awareness, maintain public safety, and protect privacy. The initiative includes
establishment of national cybersecurity commission, modernizing government IT
infrastructure, and invest more than $19 billion toward cybersecurity research [4].
Besides the eﬀorts from federal level, it must be a customary to adopt best
cybersecurity practices at an organizational/individual level. Thus, organizations require the most up-to-date information about attack incidents so as to
take proactive measures toward fostering security awareness and better understanding the threat landscape. Since the intelligent attackers can tactfully modify the existing exploits and reuse these exploits for attacking multiple targets,
the organizations must collaborate with each other by sharing their vulnerability related information to derive Cyber-Threat Intelligence (CTI) for preventing
similar cyber attacks that another ﬁrm might have already seen. The bill from
U.S congress, “S.754-Cybersecurity Information Sharing Act (CISA) of 2015” [5],
encourages DHS to develop a sharing process to facilitate real-time exchange of
threat indicators and defensive measures [6] in an automated manner. The bill
also provides liability protections to the volunteering parties who share their
threat information with other entities or government.
Despite this initiative and advantages of cyber-threat information sharing,
organizations are hesitant to take part in such process due to several reasons: (1)
lack of trust on the incident exchange process since it may enable competitive
advantage to the rivals in the market; (2) possibilities of privacy leak including
personal and ﬁnancial data during the process of sharing that may lead malicious participants to exploit the trust relationship; (3) absence of standardized
sharing platform on which organizations can rely upon; (4) insecure feeling of
organization to participate in the framework due to the fear of reputation loss; (5)
absence of incentivization models to attract corporations toward sharing cybersecurity information; (6) possibility of free-riding, where other organizations take
advantages of the shared information without giving anything in return. For
availing a globally common format for cyber-information sharing, ITU-T (International Telecommunication Union-Telecommunication) has taken the initiative
to adopt a framework called CYBersecurity information EXchange (CYBEX) [7].
However, the framework does not address the fundamental issues, such as trust
agreements, governance, or any non-technical aspects, of information sharing.
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By addressing these challenges, it can be expected that organizations would be
inclined to participate in the threat exchange process so as to strengthen their
proactive defense capabilities. At the same time, participation may bring positive
externality eﬀect and thereby reducing the investments toward cyber-insurance
and self-security expenses.
In this paper, we investigate the need of both cyber-insurance and cybersecurity information sharing in developing a resilient cyberspace for the organizations. We provide the motivations and incremental progresses in this area
over the recent past years and discuss how economic models are applicable in
addressing several crucial problems related to cyber-insurance and CTI sharing.
Given the organizations could reap real-time cyber-related knowledge out of the
sharing capability, we discuss how an organization’s participation decision can
be captured using game theoretic approach. Also, we provide a 2-player game
model that aims to resolve the trade-oﬀ of deciding whether to participate in
CYBEX and share or not. We also present several other research challenges that
are yet to be addressed.
The paper is organized as follows. We brieﬂy discuss about the background
research in Sect. 2. Need of cyber-insurance and cybersecurity information sharing is presented in Sect. 3. Section 4 presents a sample participation game model
and some open research challenges are posed in Sect. 5. Finally, Sect. 6 concludes
the paper.

2

Related Works

This topic has gained signiﬁcant attention and is being investigated by government, policy makers, economists, non-proﬁt organizations, industries, cybersecurity and network professionals with researches in this particular area still emerging [8–10]. Considering the need of cybersecurity information sharing, Gordon
et al. [11] analyzed the economic (dis)advantages of this activity and derived its
relationship with accounting aspects of an organization Through game theoretic
model, they prove that such exchange activity improves the social welfare as well
as security level of the ﬁrms at a reduced expenditure. Furthermore, an incentive
mechanism is provided to eliminate the free-rider problem so that no ﬁrm can
gain more by making under-investment. It is trivial that nature of information
plays a major role in deciding economic losses of an organization, however this
component was not addressed in [11]. Authors of [12] have proposed a similar
game theoretic model to determine the IT security investment levels and compare it with the outcome of a decision theoretic approach that considers various
components, such as vulnerability, payoﬀ from investment etc.
Organizations, especially small scale enterprises, are bounded by a limited
budget toward cybersecurity, which is why it is necessary to determine the impact
of CTI sharing on the investments altogether. Therefore, authors in [13,14] study
to determine the optimal expenditure amount in presence of cyber-information
exchange that assists organizations in maximizing their overall payoﬀ. Research
works presented in [15,16] have looked into this problem by considering a centralized social planner that guides the organizations in choosing the above mentioned
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decision parameters so as to maximize their social welfare. Departing from the
traditional inter-networked cyber users, authors of [17] model a non-cooperative
game to analyze decision of security investment and information sharing in cloud
computing domain, where virtual machines reside on a common hypervisor and
there exists possibility of side-channel attacks.
On the other hand, cyber-insurance market is emerging [18] due to the high
occurrence of targeted cyber breaches over the years. However, the components such as interdependent security, correlated risks, and information asymmetries [19,20] make it challenging to model appropriate policies for the organizations. Nash equilibrium analysis and social optima concepts are applied to
model security games in [21] that consider above three components into account
and decide how investment can be used for both public good (protection) and a
private good (insurance). Full insurance and partial insurance coverage models
are proposed in [22] and study the impact of cooperation on self-defense investments. Another quantitative framework is proposed in [23] that applies optimization technique to provide suggestions to the network users and operators
on investments toward cybersecurity insurance by minimizing the overall cyber
risks. Although both of the risk reduction strategies are promising in nature
there are several avenues that are untouched and yet to be explored.

3

Information Exchange for Balancing Privacy
and Security in Cyber-insurance Market

Cyber-insurance preserves market autonomy and is designed to provide coverages for insureds experiencing losses from cyberspace incidents. The premiums
for coverages are determined based on insurance applicants underwriting characteristics, which are the key factors chosen by insurers as indicators of applicants risk levels. The cyber-insurance market is characterized by volatile revenue
growth, high demand, low capacity and covered loss is much smaller than total
loss. However, the unique issue that many cyber-insurance providers are facing
is that information regarding the insured is very opaque to insurers and the link

Fig. 1. Public private partnership

158

D.K. Tosh et al.

between cyber-incidents and ﬁnancial losses is not well established. There is a
lack of quantitative cyber risk assessment and a lot of underwriting is done based
on results from questionnaires and interviews [24].
The need to balance privacy and security for facilitating the sharing cyber
incidents has generated several debates of legal policy. Private information is held
by both the private and public sectors separately and secured to the maximum
extent. Any information sharing framework should consider the categories of
private information held by both sectors, and the information-sharing program
would be narrowly tailored to emphasize the categories of information that would
be the most useful to the other side for improving cybersecurity, while excluding
the categories of information that would put privacy or national security at
risk. Figure 1 illustrates current status of open information sharing [24] and the
possible future of open information sharing under a regime like CISA.
Figure 1 illustrates examples of types of information that the diﬀerent sectors
might wish to keep secret [24]. However, in the interest of national security, some
types of information would routinely be withheld. For example, while an agency
may be forthcoming about recent attempts to hack into its systems, it may be a
bad idea to give too much information about the speciﬁc vulnerability that was
exploited. A privately owned utility company might beneﬁt from information
about the vulnerability, but the current paradigm does not have an eﬃcient
mechanism for public-private cooperation in cyber-threat information sharing.
Information in the right circle could be accessible to the government through
existing legal processes. The reluctance to share may be because it could harm
a company’s reputation or make them into a more attractive target for hackers.
This is a major reason why we encourage an organized and largely anonymized
system for exchange of vulnerabilities and intrusions.

Fig. 2. Conceptual illustration for sector-wide information sharing
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Figure 2 illustrates the conceptual illustration for combining the right types
of private information without overshare to create a circle of trust [24]. We characterize the middle circle of Fig. 2 as representing a circle of trust managed by
a trusted third party. As visualized in Fig. 2, this conceptual illustration would
maintain government secrecy for classiﬁed military activities and geopolitical
information, and would maintain private market secrecy for consumer information, including information about consumers’ online activities. In the middle
oval, we have placed the types of information that we think could provide the
clearest beneﬁts to each sector when shared. Private cybersecurity researchers
could beneﬁt from information about intrusion attempts and details about vulnerabilities uncovered by government actors. Government agencies could beneﬁt
from up-to-date information about private cybersecurity innovations and the
identiﬁcation of vulnerabilities by private ﬁrms. Both sides could beneﬁt from
information about diﬀerent security measures and their rate of success. Some
existing laws would need to be revised to implement this proposal, such as the
Electronic Communications Privacy Act, which currently may limit the ability of
security researchers to share information between ﬁrms or with the government.

4

Game Theoretic Model of CYBEX Participation

This Section presents a game model to demonstrate how cybersecurity decisions
of interacting organizations are addressable using economic analysis. Despite of
understanding the beneﬁts of CTI sharing, most of the organizations are not so
motivated to take the risk of participating in CYBEX. Thus, the participation
decision requires to be resolved using a cost-beneﬁt approach.
CYBEX Participation Game Model [25]:
In this model, a pair of rational organizations interact with each other to decide
whether to participate in the CYBEX or not. Here, CYBEX is a governing entity
in the system that imposes participation costs/incentives on the ﬁrms to induce
participation. The necessity of game theory comes to resolve the following hidden
conﬂict. If CYBEX charges high participation cost, the ﬁrms may get deterred
from participation, eventually reducing CYBEX’s revenue. Whereas, if CYBEX
charges too low to attract ﬁrms, the revenue generated by CYBEX might be
insuﬃcient to sustain in the market. The generic payoﬀ model for organizations
must include following two components.
Sharing and Investment Gain: Since organizations are assumed to invest for
their own cybersecurity R&D, and infrastructure (ﬁrewall, antivirus, and other
security products), they receive a direct beneﬁt in term of reduced amount of
cyber attacks. Furthermore, the organizations also take advantage of the shared
information that leads to additional sharing beneﬁt, which helps to strengthen a
ﬁrm’s proactive cyber-defense capabilities. Subjectively, this beneﬁt comes out
of the assistance in strengthening an organization’s proactive defense from the
received information about vulnerabilities, patches, and ﬁxes.
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Cost Components: The involvement in CYBEX requires a participation cost
that is imposed by CYBEX to maintain and restrict its utilization by providing
liability protections to the ﬁrms. In addition to that, sharing of cyber-information
has a cost associated which may refer to the combination of extra eﬀorts needed
in preparing the information to share and reputation loss incurred due to sharing.
Participation Game in Strategic Form: The participation game can be
formalized in a strategic form presented in Table 1, where each ﬁrm has the
binary strategy set SS = {Participate and Share in CYBEX, Not Participate}.
Table 1. Payoﬀs in strategic-form for participation game
Participate & Share
Not Participate
Sa log(1 + I) − x − c, a log(1 + I) − x − c,
Participate & Share
Sa log(1 + I) − x − c
a log(1 + I)
a log(1 + I),
a log(1 + I),
Not Participate
a log(1 + I) − x − c
a log(1 + I)

From the Table 1, we can observe that when the interacting organizations
are not participating, their beneﬁts come only from the self-investment, which
is presented in a logarithmic variant, a log(1 + I) > 0, where I is the investment
amount and a is a scaling parameter. When both organizations take part in
the information exchange, they beneﬁt from sharing as well as self-investment
but at a cost of participation (c) and information sharing (x). The combined
reward is Sa log(1 + I), where S represents the sharing beneﬁts and assumed
to be greater than 1. The top-right and bottom-left corners of the table refers
to the payoﬀ scenario when one of the organization does not participate while
other one does. Thus, the one who is not participating gets reward only out of
its own investment, while the participating ﬁrm pays for the participation and
sharing but gets no sharing beneﬁts in return.
Analysis: By conducting best response analysis, we can observe that irrespective of what strategy the row player takes, the column player’s best strategy
depends on the choice of sharing beneﬁts (S) and the cost components. Thus, if
cost of participation and sharing dominates the total reward, then organizations
will preferably opt for the risk averse strategy of “Not Participate”. Then, the
Nash Equilibrium (NE) solution of the single-shot game will be (“Not Participate”, “Not Participate”). However, the single stage scenario does not apply in
practice, rather the organizations take time to ﬁgure out the long term optimal
strategy. Considering the CYBEX is interested in enabling full participation in
the system, incentives are necessary to motivate the players to participate. The
detailed analysis of such multistage evolutionary model along with incentivization scheme is given in our prior work [26]. However, we feel that this research
needs further extension by relaxing some of the natural constraints assumed in

Risk Management Using CTI Sharing and Cyber-Insurance

161

the prior works. In the following, we brieﬂy discuss on various avenues to broaden
the scope of this model.
Discussions: The extension ideas are numerated in the following. (E1) In the
above model, it is assumed that the organizations have a ﬁxed investment toward
security. However, in reality such assumption may not hold true. Therefore, it
would be interesting to analyze the participation scenario, when organizations
have a diﬀerentiated cyber-investments and the amount of information sharing
is no longer homogeneous. (E2) The cost of information sharing may not be
straightforward as it is depicted in the game, rather a concrete cost model with
consideration of attack possibility and privacy would make the case more realistic. (E3) Since some organizations may not be truthful regarding their sharing,
this fact will impact the overall participation in the system. Therefore, rigorous analysis is necessary to understand the limits and bounds of maliciousness
during information exchange to ensure sustainability of the sharing system.

5

Open Research Challenges

Besides the above directions to extend the CYBEX participation model, there are
several challenges exist, which indirectly aﬀect the information sharing decisions
of organizations. In the following, we brieﬂy discuss some of these issues.
– Insurance based mechanism for information sharing: The participation cost may exhibit the characteristics of insurance which may be a cost
or incentive and can be used to motivate socially optimal sharing behavior
(through “carrot” incentives like liability protections). However, due to the
limited academic literature on cyber-insurance, understanding the eﬀectiveness of cyber-insurance as an incentive/deterrence to induce sharing behavior
has become challenging. Also, it is required to know, how long incentives may
be applied to develop the sharing attitude without any external incentive.
To model cyber-insurance, the coverage and premium for the insurance will
depend on the sharing level, frequency of cyber attack, and attack severity
level. As the frequency of attack increases the premium for the insurance
gets incremented compared to previous cycle, however periodically the premium amount decreases depending on how successfully the an organization
strives against cyber attacks with the help of cooperation. In the following
we present a direction toward premium function Cprm (t) which can be used
to model the expected premium amount that an organizations need to pay
towards insurance.
 t−1
t−1
Cprm − δ −α1 t
if no attack until t and Cprm
≥ Cthres + δ −α1 t
t
α2 d
Cprm =
t−1
Cprm
+ δ tdif f
if attack occured at t
where tdif f is the time gap between current time and the last occurrence of
cyber attack, δ is the premium exponent deﬁned by the insurance provider, d
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is the severity level of the cyber attack and Cthres > 0, is the min. mandatory
premium amount that must be charged to an organization by the insurance
0
= c0 is the initial premium amount decided by mutual underagency. Cprm
standing of both organization and insurance company.

–

–

–

–

6

Two primary challenges in designing such a cyber-insurance mechanism are
(i) uncertainty (incomplete information) about the information disclosure and
(ii) enforcing truthfulness on information exchange, especially in the case when
each organization pays diﬀerently based on their reliability and reputations.
CYBEX with incomplete information: What if the ﬁrms have only partial or incomplete information in this game? How will the competition evolve
if some common information now varies or only an estimate is available to all
the players in this game? Thus, it becomes important to also consider these
assumptions in while making sharing decisions. While, in the above scenario,
we emphasized on ﬁxed investment and “participation” vs. “no participation”
with pure strategy, it also becomes necessary to extend the game model to
consider possibility of continuous domain of investment (0 < Ii < Imax ) as
well as mixed strategy for the ﬁrms’ participation inclination depending on
their feedback from the previous stages and payoﬀs.
Measuring cyber risk: Cyberinsurance has been recognized as an eﬀective
way to improve resilience because it speeds up the process of recovery from
ﬁnancial losses after major cyber attack incidents. It also serves as a complement to self-protection as it creates ﬁnancial incentives for the insured to
mitigate cyber-risks in their systems. The cyberinsurance market is premised
on being able to develop a comprehensive understanding and assessment of
cyber risk. Lack of measurable cyber risks will hinder the ability to develop
policies commensurate with the risk proﬁle.
Information asymmetry (Adverse selection): Companies with poor self
protection need insurance to have risks covered. However, it is diﬃcult to
distinguish the companies with diﬀerent self-protection and cyber-risks. There
needs to be incentive for companies to share such information. If not, insurer
will charge premium based on high risk standard to reduce losses. Thereby, the
expensive premium will drive away low-risk companies, which will eventually
lead to remaining policies in insurer’s portfolio ﬁlled with bad risk pooling.
Information asymmetry (Moral hazard): Upon receiving coverage, the
policyholder may alter its risk characteristics by reducing self-protection to
cut cost. After a loss event, policyholder may ask the insurer to pay unnecessary but covered costs. Hence, there are need for game theoretic approaches
to address the moral hazard and adverse selection problems.

Concluding Remarks

Traditional management of cybersecurity risks requires a strong taskforce and
heavy security investment. However, the traditional approaches are more of reactive in nature. Adopting collaborative approach of cyber-threat information sharing could potentially help the organizations to stay on top of the cyber risks.
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Furthermore, cyber-insurance could help in transferring risks to the third-party
insurers. While both approaches look promising, there exists several research
issues that are unresolved. In addition to discussing the advantages these two risk
management methods could bring, we have presented the applicability of game
theory in addressing CYBEX participation problem. The open research challenges related to these two mechanisms are brieﬂy discussed to further extend
the scope of cybersecurity research and particularly CTI sharing.
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